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SECURITY LEVELS
Level Security components used
Low - No intruder detection in nodes

- No eryptography

- Data fusion enabled

Medium - 17% of nodes execute intruders detection
- Routing update authenticated end-to-end
- Hop-by-hop cryptography enabled

- Data fusion enabled

- Alternative routes

High - 33% of nodes execute intruders detection
- End-to-end cryptography enabled

- Routing update authenticated hop-by-hop
- Alternative routes

- No data fusion

Critical - 50% of nodes execute intruders detection
- No data fusion

- End-to-end and hop-by-hop cryptography enabled
- Routing update authenticated hop-by-hop
- Alternative routes
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ENERGY CONSUMPTION IN NETWORK WITHOUT SECURITY COMPONENTS

Number Total Total Average spent
of nodes transmitted received energy per node

packets packets (mAh x 107)

50 16229 112170 110.27

100 42379 208276 146.33

200 112592 798710 195.75

400 308612 2186616 267.99

600 568560 4022888 328.74

800 817687 5802845 355.53

1000 1162417 8238595 403.87
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Figure 2: Original Message Packet Format

SRC| ID Modified msg | ...... DEST
Field

Figure 3: Modified Message Packet Format

SRC| Encrypted Encrypted s DEST
ID Field Modified msg
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RSA 55|

G PR N St e P SO S PO RN |

1=0 and p=5 and k= (Py) > mod n // Pi1s the

modified value of the msg letters

Step2.
Step3.
Step4.
Step6.
Step6.
Step7.

Steps8.
Step9.

Al1] =k. B[1] =p and k= (k*k) mod n
p=p*2 and 1=1+1

Repeat Steps 2 to 3 For key=p

I=1. p=p/2 and 1=1-1

I= {I*AJ1]} mod n and keyv=key-p

IF (key=B[1]) THEN kev=key - B[1] and
I= (I*A[1]) mod n

Else 1--

Repeat Steps 7 to 8 IF Key =5

Stepl0. IF (key==5) THEN compute b <(Py) k modn
Stepll. Else b=1
Stepl2. C,;<(1*b) mod n: /I C; 1s the Cipher text

S lw s dzas
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Gl a6l (am L. Wil sud sals LS i 48 5 0 slelSs ;5 CN g CH (sl g5, 90 BT ks . CN o 5l by ¥

Dl oas @)\ Jsozr b
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Total packet size 36 bytes
Processing power of sensor nodes S5nJ / bit
Transmission power 50nJ / bit
Receiving power 50nJ /bit
Initial Energy 57
Encryption and Decryption energy 5.22nJ /bit
consumed
&3l dds slo el o
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MK Master Key H"(M) Hash n times of message M

M, Plaintext of layered message i H(M;.M>) Hash of M; concatenates M>

C; Cipher text of corresponding M; KBip. 1, Base key for layer n of node ID;
ID; The identity of sensor node i KEip, 1,1, Encryption key for layer n of
UID; The identity of user i  node ID;. during time period T;
UK; User key for user i T; The ith Time period

Kg, Group Key (ex. K¢, for Group Gy) TMK;p, Time Master Key for node 1D,
Enc(K,M) Encrypt message M using key K TKip,1, Time Key for node ID);. during
{M}g Encrypted message M by K ' time period T
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Enc(MK, T) - seedT;
e.g., AES(MK, “2007-10-15" ) > seedT

Dy ) ¢

\

“\
(Eir] 1Dy yoeemeee] Data
— Server

-
Fl

[ TMKigs = EnciMK, 1Ds) | |K5;1 = EnciKg, 1Ds) |
(D5 [Keu=EndiKaa 103 |
T [KBus= EnciKa, IDy) |

[KBiow | — W

M o mKE;n CQ

[KE:sm= EncKBss, F(TKs7) |

[TKan = H(TMK, seedT) |

M, G

MLE scheme
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TMKip, = Enc (MK , 1Dy
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ENnc (Ke1, ID3) = KB 31 laie dcwlons b wilgs (oo oplplio ( cogoe ledlbl) swliss o1, 1D3 g 5,10 1Kgy « User1l ()
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